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CONG HOA xX HOI CHU NGHIA VI~T NAM
D{>cI~p - Tt)' do - H~nh phuc

:w OH/O TiN'" i~~ 12017/QD-UBND Ha Nam, ngay,zZ thang 7 ndm 2017
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.,:-{t-::,'I set --_QD ; QUYET DJNH

J~~N<JMj_L q_idJ an hanh Quy chS D:i'!I bao an toan thOng tin tren may tinh,
._ g may tinh va cac thiet hi cong ngh~ thong tin trong hoat d{>ng

cua cac cO'quan nha nU'C)'cdnh Ha Nam

uv BAN NHAN DAN TINH HA. NAM

Can ctr Ludt Td chuc ehinh quydn dia phuong ngay 19 thang 6 ndm 2015;
Can ctr Ludt Cong ngh¢ thong tin ngay 29 thang 6 ndm 2006;
Can ctr Ludt vik thong ngay 23 thang 11 nam 2009;
Can etcLudt An toan thong tin mr;mgngay 19 thdng 11 ndm 2015;
Can eu Phap lenh bao v¢ bi mdt nha nutrc s6 3012000IPL-UBTVQHI0

gay 28 thang 12 ndm 2000 cua Uy ban ThwJng v¥ QU6e hoi;

Can ctr Nghj dinh s664120071ND-CPngay 10 thdng 4 nam 2007 cua Chinh
hu vd trng d¥ng eong ngh¢ thong tin trong hoat dong coquan nha nutrc.

Theo ad nghi cua Giam a6e Sa Thong tin va Truydn thong,

I

~

Di~u 1. Ban hanh kern thea QuySt dinh nay Quy chS Dam bao an toan
tong tin tren may tinh, m~ng may tinh va cac thiSt bi cong ngh~ thong tin
t ong ho~t d<)ngcua cac co quan nha nuac tinh Ra Nam,

Di~u 2. QuySt dinh nay co hi~u l\l'cthi hanh tLr ngay 10 thang 8 nam 2017.

QUYETDJNH:

B(>Thong tin va TruySn thong;
• Cl,IeKi~m tra van bim QPPL- B(>Tu phap;
• TTTU, TT HDND tinh;
Chtl tjeh, cae PCT UBND tinh;
Nlm DiSu 3;
VPUB: LDVP, cae CV;
C6ng TTDT tinh, Cong bao tinh;

- Luu: VT, TH,

Di~u 3, Chanh Van phong Uy ban nhan dan tinh, Thu truang cac Sa, ban,
ganh; Chu tich Uy ban nhan dan cac huy~n, thanh ph6; Chu tich Uy ban nhan
an cac xa, phuOng, thi td.n va cac t6 chuc, ca nhan co lien quan chiu trach
hi~m thi hanh QuySt dinh nay./. uJ
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UY BAN NHAN DAN
TiNHHA.NAM

CONG HOA xA HOI CHU NGHiA VI~T NAM
Di}c I~p - T\f do - H~nh phuc

ChU'<lngI
NHUNG QUY DJNH CHUNG

Di~u 1.Pharn vi di~u chinh, d8i tU'gng ap dung

1. Quy che nay quy dinh v~ dam bao an toan thong tin (ATTT) tren may
inh, mang may tinh va cac thiet bi cong nghe thong tin (CNTT) trong hoat
(mg irng dung CNTT cua cac ca quan nha rnroc tren dia ban tinh Ha Nam.

2. Quy chS nay ap dung d6i voi:

a) Cac Sa, ban, nganh, Uy ban nhan dan huyen, thanh ph6 va cac dan vi
\!' nghiep true thuoc Uy ban nhan dan tinh; Uy ban nhan dan cac xa, phuong,
thi tr~n (sau day goi t~t la co quan, dan vi),

I b) Cac t6 chuc, ca nhan co tham gia quan ly, v?n hanh, khai thac va Slr
d\lng cac ung d\lng CNTT trong ho~t dQng cua cac ca quan nha nuac cua tinh.I

Di~u 2. Cac nguyen t~c chung v~ dam bao ATTT

1. Cac ho~t dQng Ung dVng CNTT phai tuan thea nguyen t~c dam bao
TTT duqc quy dinh t~i Di~u 41 Nghi dinh 64/20071NI>-CP ngay 1014/2007

c.? a Chinh phu v~ Ung d\lng CNTT trong ho~t dQng ca quan nha nuac.
2. Ap dVng Quy chS nay nh~m giam thiSu cac nguy ca gay m~t ATTT

t~en may tinh, m~ng may tinh va cac thiSt bi CNTT trong cac ca quan, dan vi.

3. Xu ly s\!' c6 ATTT tren may tinh, m~ng may tinh va cac thiSt bi CNTT
p ai dam bao quy~n 19i hgp phap cua cae t6 chuc, ca nhan, khong xam ph~m
d'i s6ng rieng tu, bi m?t ca nhan, thong tin cua ca quan, dan vi.

4. Cac tai li~u co nQi dung thuQc danh mvc bi m?t nha nuac khong dugc
tr1uy~ntren m~ng rna phai dugc quan ly thea chS dQ m?t dung quy dinh cua
phap lu?t hi~n hanh.

5. Nghiem c~m vi~c Slr d\lng may tinh kSt n6i Internet, thiSt bi luu trfr di
d~ng, thiSt bi di dQng thong minh dS t~o l?p, luu gifr tai li~u eo nQi dung m?t.
C~c thiSt bi viSn thong, may tinh dugc su d\lng so~n thao, lUll gifr tai li~u co
neDidung m?t phai dugc kiSm tra, chUng nh?n cua ca quan chuc nang truac khi
dua vao su d\lng.

QUYCHE
Dam bao an toan th0l}g tin tren may tinh, mang may tinh

va cac thiet b] cong ngh~ thong tin
trong hoat di}ng ciia cac co quan nha mnrc tinh Ha Nam

Ban hanh kern thea Quy~ti!jnh s6:J,3 120171QD-UBNDngay.lfthimg 7 ndm 2017
cua Uy ban nhdn dan tinhHaNam)
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6. Cac thiet bi viSn thong, may tinh co chua tai lieu cua co quan nha mroc
khi dua di cong tac mroc ngoai phai thirc hien thea quy dinh cua phap luat v~
bao v~ bi m?t cua nha mroc.

7. T6 chirc, ca nhan khong duoc xam pharn ATTT tren may tinh, rnang
may tinh va cac thiet bi CNTT cua t6 chirc, ca nhan khac,

8. Thu truong cac co quan, dan vi phai co phuong an t6 chirc sao hru dir
lieu du phong cho moi dfr lieu quan trong cua tinh, cua co quan, don vi va chiu
trach nhiem neu dS xay ra mat mat dfr lieu do khong tien hanh sao hru du phong,

9. DS phuc vu hoat dong thea doi, giam sat, phan tich va dieu tra, cac co
quan dan vi phai thuc hi~n vi~e luu trfr nh~t ky ho~t d(mg cua cae h~ th6ng t~i
cac may ehu (h~ dieu hanh va cac ph~n mem ung dVng) trong thai gian it nh~t
la 30 ngay.

1O.Ho~t d9ng ATTT may tinh, m~ng may tinh va cac thi~t bi CNTT phai
dugc thvc hi~n thuang xuyen, lien tvc, kip thai va hi~u qua.

ChuO'ng II
QUY DJNH DAM BAo ATTT

Di~u 3. Quan Iy giri thong tin

1. Vi~c gui, nh?n thong tin tren may tinh, m~ng may tinh va cac thi~t bi
CNTT phai dam bao eac yeu c~u sau day:

a) Khong gia m~o ngu6n g6e gui thong tin.

b) Tuan thu quy dinh eua Lu~t ATTT m~ng va cae quy dinh khae eua
phap lu?t co lien quan.

2. Cae co quan, dan vi phai su dVngh9P thu di~n tu cong V\1 vai dia chi ten
mien "hanam.gov.vn" dugc e~p phat dS trao d6i thong tin, van ban di~n tu trong
qua trinh xu ly eong vi~e. Khong su dVng cae h9P thu khae nhu gmail,
yahoo ... vv.

3. Vi~c gui van ban qua h~ th6ng ph~n mem Quan ly van ban va diSu hanh;
M9t cua di~n tu va Dich V\1 cong tf\1e tuy~n; cae ph~n mSm ehuyen nganh khae
phai su dVng lo~i van ban da:co d~u, chfr ky dugc quet (scan) duai d~ng t~p tin
dinh d~ng * .PDF va ky s6 truac khi gui.

Di~u 4. Quan Iy phong may chu

1. Cac thi~t bi m~ng quan tn;mg nhu tuang lua (firewall), thiSt bi dinh tuySn
(router) h~ th6ng may chu ... phai dugc d?t trong phong may ehu co cac bi~n phap
bao v~, ngan ch?n xam nh?P trai phep vao phong may chu.
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i 2. Phong may chu cua cac co quan, dan vi Ia khu vue han chS tiSp can. Chi
do nguoi co trach nhiem thea quy dinh cua Thu tnrong co quan, dan vi rnoi diroc
phep vao phong may chu.

!

3. Qua trinh ra, vao phong may chu phai duoc ghi chep vao s6 nhat ky quan
1' phong may chu.

4. Can bQ quan ly phong may chu phai thuong xuyen thea doi, bao dam an
t an moi twang V?t ly (nhiet do, dQ~m, anh sang, ... ) cho phong may chu, cac h~
t 6ng h6 tro nhu: May dieu hoa, nguon dien, duong truyen cap quang, he thong
ao chay phai luon trong tinh trang hoat dong t6t.

5. Thu tnrong cac ca quan, dan vi phai chi dao cac bQ phan chirc nang co
ien phap bao v~ d6i voi phong may chu nh~m phong, ch6ng nguy ca do chay n6,
g?P h,1t,dQngd~t va cac tham h<;>akhac do thien nhien va con nguai gay ra.

f)i~u5. Phong chBng rna dQc, virus

1. Cac h~ th6ng thong tin quan tr<,mgnhu: C6ng Thong tin di~n tu, thu di~n
t 7, Quan Iy van ban va diSu hanh, MQt cua di~n tu va Dich Vl,lcong t[\l'c tuySn...
hai thuang xuyen C?Pnh?t phien ban mai, ban va I6i, ph~n mSm nh~m kip thai
hat hi~n, Io?i tru cac ma dQc,virus may tinh.

2. T~t ca cac may tinh kSt n6i m?ng t?i cac ca quan, dan vi phai duqc cai
q~t, tr~ng bi ph~n mSm ch6ng ;na dQc,virus va thiSt l?p chS dQ tv dQngC?Pnh?t
qac mau ma dQc,virus mai; che dQ tv dQngquet khi ma cac t?P tin.

,

ji 3. Can bQ, cong chuc, vien chuc trong ca quan phai duqc huang d~n vS
hong ch6ng ma dQc, cac nli ro do rna dQc,virus gay ra.

4. T~t ca cac 1?Ptin phai dugc quet ma dQc,virus truac ~i sao chep"su dl,lng.

! 5. Tat ca cac may tinh cua ca quan, dan vi phai duqc cau hinh nham vo hi~u
hoa tinh nang tv dQng thvc thi (autoplay) cac t~p tin tren thiSt bi luu tm di dQng.

I
I

6. Khi ph:it hi~n ra b~t ky d~u hi~u nao lien quan dSn bi nhiSm rna dQc,
irus tren may tinh cua ca quan, dan vi (may ch?y ch?m b~t thuang, canh bao tu
hk mSm ch6ng rna dQc,m~t dil li~u... ) nguai su dl,lngphai t~t may va bao cho
'n bQ co trach nhi~m cua ca quan, dan vi dS xu lY.

f)i~u6. Sao luu dfr li~ud., phong

~

i 1. Cac ,dil li~u quan tr9np cua ca quan, dan vi ~hai ~uqc sao luu bao g6m:
hong tin cau hinh cua h~ thong m?ng, may chu; phan mem ling dl,lngva ca sa
il li~u; t?P tin ghi nh?t kY.

, 2. Cac ca quan, dan vi phai l?p kS ho?ch va thvc hi~n sao luu dil li~u phli
Hw vai diSu ki~n tUng ca quan, dan vi dam bao phl,lch6i dil li~u ngay sau khi co

I :... ?sM'co xay ra.
,
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f)i~u 7. Quan ly thi~t b] tufrng lira

1.H~ thong mang may tinh cua co quan, dan vi phai duoc trang bi urong hra
d~ ngan chan va phat hien cac tham nhap trai phep VaGh~ thong rnang.

2. Nhat ky hoat dong cua thiet bi nrong lira phai duoc hru gift an toan d~
phuc vu cong tac kiern tra, diSu tra khi co s1,1'c6 xay ra.

f)i~u 8. Quan ly nh~t ky v~n hanh cac h~ th8ng thong tin

1. Cac co quan, dan vi phai thuc hien viec ghi nhat ky (log file) tren cac thiet
bi mang may tinh, phan mem irng dung, h~ dieu hanh, co sa dfr lieu nham dam
bao cac S1,1'kien xay ra tren h~ thong dSu duoc ghi nhan va IUD giir.

2. Nhat ky phai duQ'Cbao v~ an toan nh~m ph\lCV\lcong tac ki~m tra, phan
tich khi cftn thiSt.

3. Cac S1,1'ki~n t6i thi~u cftn duqc ghi nh~t ky g6m: qua trinh dang nh~p h~
th6ng; t~o, C?Pnh?t, xoa dfr li~u; cac hanh vi xem, c~u hinh h~ th6ng; thi~t l~p cac
k~t n6i vao, ra h~ th6ng; thay d6i quySn truy C?Ph~ th6ng.

4. Can bQ chuyen trach CNIT clla cac co quan, dan vi thuemg xuyen thea
d5i ban ghi nh~t kY h~ th6ng va cac S1,1'ki~n khac co lien quan dS danh gia, bao
cao cac rui fO va muc dQnghiem tn;mgcac rui ro do.

f)i~u 9. Quan ly truy c~p

1. Cac quy dinh vS quan ly truy c~p van h~ th6ng thong tin, m~ng may tinh,
thi~t bi, phftn mSm cua co quan, dan vi phai chi ti~t va t6 chuc th1,1'chi~n nghiem
tuc, phil hqp v6i cac quy dinh Cllaphap lu?t vSATTT.

2. M6i tai khoan truy c~p cac h~ th6ng thong tin chi duqc c~p cho mQtnguai
quan ly va su d\lng.

3. Can bQ, cong chuc, vien chuc chi duqc phep truy C?Pcac thong tin phil
hqp v6i chuc nang, trach nhi~m, quySn h~n cua minh, co trach nhi~m bao m~t tai
khoan truy C?Pthong tin.

4. Cac h~ th6ng thong tin cftn gi6i h~n s6 lftn dang nh?P sai lien ti~p van h~
th6ng. H~ th6ng t1,l' dQng khoa tai khoan trong mQt khoimg thai gian nh~t dinh
tru6c khi cho dang nh?P l~i.

5. T~t ca cac may chu, may trc;tmphai duQ'cd?t m~t kh~u truy c~p va thiSt
l?p chS d9 t1,1'khoa sau 1 thai gian nh~t dinh khong su d\lng.

6. Khi triSn khai l~p d?t cac thiSt bi: router, switch, wifi ... phai thiSt l~p m~t
kh~u m6i thay cho m?t kh~u m?c dinh cua thiSt bi.

7. Khi thi~t l~p m~ng khong day trong nQi bQ co quan, dan vi phai cai d?t
m?t kh~u truy c~p van m~ng va chi cho phep truy c~p van m~ng Internet.

8. M?t kh~u dang nh?P van h~ th6ng thong tin phai dam bao dQphuc t~p cao
(co it nh~t 8 ky t1,1'bao g6m ky t1,1'thuemg, ky t1,1's6 va ky hi~u d?c bi~t). D6i v6i h~
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ih6ng phan mem rnoi dua vao sir dung phai tien hanh d6i mat kh~u nguoi dung
~gay khi duoc cap, tiep nhan tai khoan. Dinh ky thay d6i mat khau (it nh~t 30
gay d6i mot lan), khong d~t chS dQ ghi nho mat kh~u khi sir dung,

9. Can bo chuyen trach CNTT cua cac co quan, dan vi phai thuc hien huy
ai khoan, quyen truy C?P he thong cac h~ thong thong tin, thu h6i lai t~t ca cac tai
an lien quan dSn he thong thong tin (khoa, the nhan dang, thir muc hru tnr, thu
ien nr, chir ky s6, may vi tinh ... ) d6i voi cac ca nhan nghi viec, chuyen cong taco

Di~u 10. Quan 1y thi~t b]

1. ThiSt bi CNTT d~t tai phong may chu cua cac ca quan, dan vi phai d~t
en va dan nhan dung quy dinh.

2. Khi sua chua cac thiSt bi CNTT, h~n chS cho phep mang thiSt bi, nh~t
a thiSt bi lUll tru dfr li~u ra kh6i ca quan, dan vi va b6 tri can bQgiam sat.

3. Khi thanh 1;' tai san la thiSt bi CNTT co lUll trfr dfr li~u, phai xoa dfr
i~u dS khong th~ phvc h6i nh&mdam bao bi m~t cac dfr li~u co tren cac thiSt
ido.

Di~u 11. Quan ly ban quy~n phfin m~m

1. Cac ph~n m~m, chuang trinh Ung d\mg su dVng cho may chu t~i cac ca
uan, dan vi nSu la ph~n m~m ma ngu6n dong thi phai co ban quy~n Slr dVng

thea dung quy dinh cua phap lu~t. KhuySn khich su dVng cac ph~n m~m ma,
guonma.

2. Can bQ, cong chuc, vien chuc va nguai lao dQng trong cac co quan,
an vi khong phM tan chia se ph~n m~m co ban quy~n da duQ'c d~u tu, c~p
hat cho cac d6i tugng ngoai co quan, dan vi v6i mvc dich ngoai nhi~m vv
huyen mon duQ'cgiao.

Di~u 12. An toim cho may tinh ca nhan (may tinh d~ bim, may tinh
iach tay)

1. Cai d~t ph~n m~m di~t virus, rna dQc cho t~t ca cac may tinh trong
1 ~ng LAN cua co quan, dan vi. ThiSt l?p chS dQC?Pnh?t hang ngay cho ph~n
~m di~t virus, ma dQc.

2. Thu truang cac co quan, don vi phai quan tri~t can bQ, cong chuc, vien
huc khong duQ'c cai d~t ph~n m~m khong r6 ngu6n g6c, xu~t xu; khong truy
?p cac trang web co nQi dung khong lanh m~nh; khong rna nhfrng thu di~n tu
hong r5 dia chi nguai gui ... nh&m tranh t6i da vi~c ph~n m~m virus, rna dQc

t.· dQng cai d~t vao may tinh ca nhan.

3. Ma hoa phan vung 6 cUng chua dfr li~u quan tn;mg tren cac may Hnh ca
han; d~t m?t kh~u ma cac t~p tai li~u khi gui tren moi truang m~ng trong cac

truang hgp c~n thiSt.
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4. Khong chia se thu muc tren rnang LAN thea co che cho phep toan
quyen d9C, ghi (Share full), chi thiet l~p co che chi d9C (Read only) va yeu c&u
sir dung mat khau khi truy cap thir muc chia se,

Di~u 13. An toan khi sir dung cac thi~t hi hru trfr ngoai

1. Viec su dung cac thiet bi hru trtr ngoai nhir 6 cirng di dong, cac loai the
nho, thiet bi hru trir USB, ... phai quet virus, rna doc truce khi d9C hoac sao
chep dfr lieu.

2. Han che t6i da viec Slr dung cac thiet bi hru trfr ngoai dS sao chep, di
chuyen dfr lieu,

Di~u 14. Soan thao nQi dung thuQc hi m~t nha nurrc

1. Thu tnrong co quan, dan vi phai nghien ciru, xac dinh dQmat cua cac
van ban co noi dung thuoc danh muc bi m~t nha nuac do co quan, don vi, dia
phuong ban hanh dS quan I;' thea dung quy dinh.

2. Dam bao an toan khi su d\1ng may Hnh cho so~n thao van ban co nQi
dung thuQc bi m~t nha nuoc, cac co quan dan vi c~n b6 trf 01 may Hnh dung
rieng co d~t m~t kh~u bao v~ va khong k~t n6i vai m~ng LAN, Internet thea
dung quy dinh v~ so~n thao cac van ban co Hnh ch~t M~t.

Di~u 15. Quan Iy sl}' c6

1. Phan lo~i muc dQnghiem tr9ng cua cac Sl,l'c6, bao g6m:

a) Th~p: Sl,l'c6 gay anh huang ca nhan va khong lam gian do~n hay dinh
tr~ ho~t dQng chinh cua co quan, dan vi.

b) Trung binh: Sl,l'c6 anh huang den mQt nhom ngmJi dung nhung kh6ng
gay gian do~n hay dinh tr~ ho~t dQng chinh cua co quan, don vi.

c) Cao: S\f c6 lam cho thiet bi, phfrnmem hay h~ th6ng kh6ng thS su d\1ng
dugc va gay anh huang dSn mQttrong cac ho~t dQngchinh cua co quan, don vi.

d) Kh~n c~p: Sv c6 anh huang dSn ho~t dQng cua nhi~u ho~t dQng chinh
cua co quan, dan vi.

2. Khi co Sl,l'c6 hay nguy co gay m~t ATTT, Thu truang co quan, don vi
phai chi d~o kip thai dS kh~c ph\1Cva h~n che cac thi~t h~i, bao cao nhanh qua
di~n tho~i, thu di~n tu va b~ng van ban cho don vi chuyen trach CNTT, Sa
Thong tin va Truy~n thong.

3. TruOng h9P co Sl,l'c6 nghiem tr9ng a muc dQcao, kh~n c~p VU"qt: qua kha
nang kh~c phl)C cua co quan, dan vi, thu truang co quan, dan vi phai bao cao
ngay cho So'Thong tin va Truy~n thong dS co phuong an h6 trq, kh~c phvc.
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Chuong III
TRAcH NHI~M DAM BAo ATTT

Di~u 16. Trach nhiem cua S&Thong tin va Truyen thong
1. Tham muu voi Uy ban nhan dan tinh v~ cong tac dam bao ATTT tren dia

ban tinh va chiu trach nhiem tnroc Uy ban nhan dan tinh trong viec dam bao an
toan cho cac h~ thong thong tin dung chung cua tinh nhu: Cong Thong tin dien nr,
thir dien tir, Quan 1y van ban va f)i~u hanh.

2. Xay dung va trinh Uy ban nhan dan tinh hoac trinh HQi dong nhan dan
tinh ban hanh cac ca che, chinh sach v~ dam bao AITT.

3. T6 chirc huang d&n,khuyen nghi vS dam bao ATTT cho cac co quan, dan
vi thea tham quyen.

4. Tham muu voi Uy ban nhan dan tinh huang d&nviec su dung cac thiet bi
CNTT d~ hru gifr va truyen tai thong tin bi mat nha nuoc.

5. Nghien ciru, tham muu voi Uy ban nhan dan tinh xay dung d<)ingu can
bQchuyen trach v~ AITT co trinh d<)dap ling yeu c~u thea quy dinh; t6 chuc bQ
ph?n chuyen trach v~ AITT co trach nhi~m dam bao ATIT cho cac h~ th6ng
CNTT dung chung cua tinh va h6 trq cac ca quan, dan vi trong tinh xu 1y S\l"c6.

6. Chu tri, ph6i hqp Cong an tinh va cac ca quan, dan vi co lien quan dinh

I

ky hang nam tiSn himh cong tac thanh tra, ki~m tra, danh gia cong tac dam bao
ATTT va xu 1y cac hanh vi vi ph~m ATTT t~i cac ca quan nha nuac tren dia
ban tinh. T6 chuc ki~m tra dQt xu~t cac ca quan, dan vi khi co d~u hi~u vi
ph~m ATTT.

7. Hang nam xay d\lTIgkS ho~ch, chuang trinh, dv an, t6ng hqp kinh phi d~
tri~n khai cong tac AITT trong ho~t dQngung d\mg CNIT cua cac ca quan, dan
.vi tren dia ban tinh.

8. Th~m dinh v~ ATIT trong h6 sa thiSt kS h~ th6ng thong tin cua cac ca
quan, dan vi tren dia ban tinh.

9. Xay d\lTIgva tri~n khai cac chuang trinh dao t~o, hQi nghi tuyen truy~n
ATTT trong cong tac quan 1y nha nuac tren dia ban tinh.

10. Huang d&n Clf th~ v~ nghi~p V\l quan 1y v?n hanh, k5' thu?t dam bao
ATIT; h6 trq cac ca quan, dan vi giai quYStS\Ic6 ATTT khi co yeu c~u.

11. ThiSt l?p dUCmgday nong, b6 trl can bQ thuCmg tr\l"cd~ tiSp nh?n cac
phan anh cua cac ca quan, dan vi v~ nguy ca gay m~t AITT; ph6i hqp huang
d&n,xu 1y kip thai

II 12. Thong bao cho cac ca quan, dan vi biSt va co bi~n phap phang ngua,
ngan ch~n rui ro, cac nguy ca m~t AITT do virus, ph~n m~m d<)ch~i, ph~n m~m
gian di~p gay ra.
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13. H6 tro cac co quan, dan vi tren dia ban tinh trong cong tac dam bao ATIT
trong hoat dong img dung CNIT va t6 chirc ling ciru cac sir c6 mang, may tinh,

14. Ph6i hop voi Trung tam (Jng ciru kh~n cap may tinh Viet Nam
(VNCERT), cac dan vi chirc nang co lien quan ngan chan, xu 1;'va khac phuc sir
c6 mang, may tinh cac eo quan, dan vi tren dia ban tinh.

15. Thuc hien trach nhiem lam d~u m6i ling ciru SV c6 cua tinh trong mang
hroi irng ctru su c6 mang, may tinh tren toan quoc duoi sir dieu phoi cua Trung
tam (J'ng ctru khan c~p may tinh Viet Nam (VNCER T).

16. Dinh ky 6 thang, hang nam, hoac d<)txu~t tong hop bao cao Uy ban nhan
dan tinh v~ tinh hinh dam bao ATIT trong cac co quan nha mroc tinh Ha Nam.

f)i~u 17. Trach nhiem ella Cdng an tinh

1.Di~u tra va xu 1;'cac tnrong hgp vi ph?m ATIT thea th~m quy~n.

2. Ph6i hgp Sa Thong tin va Truy~n thong ki@mtra cong tac ATTT d6i vai
cac co quan, dan vi tren dia ban tinh.

3. Thuemg xuyen thong bao cho cac co quan, dan vi v~ phuang thuc, thu
do?n Clla cac Io?i t<)iph?ru ATTT d@co bi~n phap phong ngira, phat hi~n, d~u
tranh, ngan ch?n.

4. Thl,l'chi~n nhi~m V\l bila v~ an toan cac cong trinh quan tr9ng v~ an ninh
cua qu6c gia, clla tinh tren lInh Vl,l'CCNIT.

f)i~u 18. Tnieh nhi~m ella SO' Titi ehinh

Ph6i hgp v6i Sa Thong tin va Truy~n thong tham mUllUy ban nhan dan tinh
b6 tri kinh phi Sl,l'nghi~p hang nam va kinh phi thvc hi~n cac nhi~m V\l d<)txu~t
ph\lc V\lcac ho?t d<)ngdam bao ATIT trong cac co quan, dan vi tren dia ban tinh.

f)i~u 19. Traeh nhi~m ella SO' K~ ho~eh va f)~u tll'

Chu tri ph6i hgp vai Sa Thong tin va Truy~n thong, Sa Tai chinh t6ng hgp,
tham mUllUll tien b6 tri ngu6n v6n ngan sach trong kS ho?ch chi d~u illphat tri@n
hang nam d@thl,l'Chi~n cac dv an d~u tu dam bao ATTT cho cac co quan, dan vi
tren dia b~mtinh.

f)i~u 20. Traeh nhi~m ella cae cO'quan, dO'nvi
1. Thu truang cac co quan, don vi co trach nhi~m t6 chll'c quan tri~t, nang

cao nh~n thuc cho can b<),cong chuc, vien chuc v~ dam bao ATTT; t6 chuc
tri@nkhai thl,l'chi~n cac quy dinh t?i Quy chS nay va chiu trach nhi~m truac Uy
ban nhan dan tinh trong cong tac dam bao ATTT cua co quan, don vi minh.

2. Bao v~ ATTT trong m?ng n<)ib<)Ia trach nhi~m cua cac co quan, dan
vi quan 1;'m?ng n<)ib<)do.
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3. Trang bi d~y du ki~n thirc bao mat co ban cho can bo, cong chirc, vien
I chirc vS ATTT truce khi cho phep truy nhap va sir dung H~ thong thong tin.
B6 tri, tao diSu kien lam viec phu hop voi chuyen men va iru tien b6i duong
nghiep vu vS ATTT cho can bQ chuyen trach (hoac can b9 duoc giao phu
trach) vS CNTT trong cac co quan, dan vi. Khuyen khich cac co quan, dan vi
lien ket voi t6 chirc, ca nhan, doanh nghiep CNTT uy tin mo cac khoa dao tao
nhan 1\1'Ctrong linh V\1'CATTT.

4. B6 tri kinh phi cho viec mua sam, nang c~p cac trang thi~t bi phan
cirng, phan mem d~ dam bao va tang cuong ATTT trong hoat dong irng dung
CNTT cua co quan, don vi.

5. Khi co S\1'c6 ATTT hoac co nguy co m~t ATTT phai kip thai chi dao
khac phuc ngay, uu tien sir dung can bo k5' thu?t chuyen trach trong co quan,
, dan vi. Kip thai bao cho doanh nghi~p cung c~p dich V\l va thong bao b&ng
van ban cho dan vi chuyen trach CNTT, S6 Thong tin va TruySn thong d~
duqc huang d~n, h6 trq xu 1Y.

6. Xay dvng quy ch~ nQibQvS dam bao ATTT trong co quan, dan vi minh.

7. Khi tri~n khai d~u tu ung d\lng CNTT phai co phuong an dam bao
ATTT tll' khau thi~t k~ va phai t\1' chiu trach nhi~m dam bao ATTT cho h~
..th6ng CNTT va cac h~ th6ng thong tin cua co quan, dan vi minh.

8. Ph6i hqp ch~t che vai co quan Cong an trong cong tac phong ngll'a, d~u
tranh, ngan ch~n cac ho~t dQng xam ph~unATTT.

9. Ph6i hqp vai S6 Thong tin va TruySn thong va cac co quan, don vi lien
quan th\1'chi~n cong tac ki~m tra kh~c ph\lc s\1'c6 ATTT; d6ng thai cung c~p
d~y du cac thong tin khi doan ki~m tra yeu c~u. Khong duqc che gi~u thong tin
vS S\1'c6 nh&rn gay kho khan cho cac co quan chCrcnang danh gia thi~t h~i d~
Ico phuang an xu 1Y.
i ,

. 10. Bao cao tinh hinh va ket qua th\1'chi~n cong tac dam bao ATTT t?i co
[quan, don vi, dinh ky hang narn (truac ngay 15111) gui vS S6 Thong tin va
TruySn thong.

Di~u 21. Tnich nhi~m clla doanh nghi~p vi~n thong, CNTT cung c§p
h~ tAng ph\lC V\l frng dl}ng CNTT trong CO'quan nha nU'O'c

1. Co trach nhi~rn d~u tu, phcit tri~n h? t~ng viSn thong, duang truySn
ph\lc V\l vi~c lmg d\lng CNTT dam bao ATTT cho h~ th6ng do doanh nghi~p
thi~t l?p.

2. ViSn thong Ha Narn co trach nhi~rn dam bao h~ th6ng rn?ng truySn s6
[i~u chuyen dung cua cac co quan, dan vi tren dia ban tinh; ph6i hqp v6i S6
Thong tin va TruySn thong trong vi~c xu 1y kh~c ph\lc khi co S\1'c6 tren h~
th6ng rn?ng truySn s6 li~u chuyen dung cua tinh.
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f)i~u 22. Trach nhiem cac tA chirc, ca nhan tham gia quan ly, v~n
hanh, khai thac irng dung CNTT trong cac co' quan nha nurrc

1. Twin thu theo quy dinh tai Quy che nay va cac quy dinh khac cua phap
luat c6 lien quan.

2. Thuc hien t6t cac bien phap dam bao ATTT khi nrong tac, str dung img
dung CNTT cua cac co quan nha nuoc phuc vu ngiroi dan va doanh nghiep.

3. Chiu trach nhiern v~ cac thong tin ca nhan dang ky, khai bao khi sir
dung tuong tac cac ling dung CNTT cua tinh; tuan thu cac huang d~n khi sir
dung dich vu CNTT cua tinh.

4. Khong thu thap, sir dung, phat tan, quang cao, kinh doanh trai phap lu~t
thong tin ca nhan cua nguoi khac; loi dung sa ho, diem y~u cua h~ th6ng dich
V\l{mg d\lng CNTT thong tin dS thu th~p, khai thac thong tin ca nhan.

f)i~u 23. Tnich nhi~m clla can be},cang chfrc, vien chfrc va ngmYi lao
oe}ngtrong cac cO'quan, oO'nvi

1. Trach nhi~m cua can bQ chuyen trach ho~c can bQdUqCgiao ph\l trach
CNTT trong cac ca quan, don vi:

a) Chiu trach nhi~m dam bao ATTT cua co quan, don vi.

b) Chiu trach nhi~m triSn khai cac bi~n phap qwin ly, v~n hanh, quan ly
ky thu~t, tham muu xay dvng quy dinh v~ dam bao an toan cho h~ th6ng thong
tin cua ca quan, dan vi minh theo quy ch~ nay.

c) Thvc hi~n vi~c giam sat, danh gia, bao cao thu truang ca quan, don vi
cac rui ro mc1tATTT va muc dQnghiem tr9ng cua cac rui ro d6.

d) Ph6i hqp vai cac ca nhan, cac ca quan, don vi c6 lien quan trong vi~c
kiSm tra, phat hi~n va kh~c ph\lc cac sv c6 mc1tATTT.

2. Trach nhi~m cua can bQ, cong chuc, vien chuc va nguai lao dQng

- Chc1phanh nghiem tuc cac quy dinh v~ ATTT cua cac ca quan, don vi
cling nhu cac quy dinh khac cua phap lu~t, nang cao y thuc canh giac va trach
nhi~m dam bao ATTT tc;tico quan, don vi.

- Khi phat hi~n sv c6 mc1tATTT phai bao ngay v6i cc1ptren va bQ ph~
chuyen trach cua ca quan, dan vi dS kip thai ngan ch~n, xu IY. Khong tv y lien
h~ vai ca nhan ben ngoai vao can thi~p cac thi~t bi ph~n cung, ph~n m~m cua
ca quan, don vi minh.

- Khong su d\lng hom thu cong V\l c6 dia chi ten miSn "hanam.gov.vn"
duqc cc1pphat cho ca nhan ho~c ca quan, don vi minh vao m\lc dich ca nhan
nhu dang ky tai khoan mc;tngxa hQi, dang ky mua s~m qua mc;tng.
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Chuong IV
TO CHUC THl/C HI~N

f)i~u 24. Khen thU'()'ng va xu Iy vi pharn

1. Hang nam, Sa Thong tin va Truyen thong dira tren cac di§u tra, bao cao
eng tac ATTT cua cac co quan, dan vi tham muu voi Uy ban nhan dan tinh dira
TTT van tieu chi danh gia thi dua cua cac ca quan nha mroc tren dia ban tinh.

2. Cac co quan, dan vi, t6 clnrc, ca nhan co hanh vi vi pham Quy che nay
uy thea tinh chat, mire dQ vi pham rna bi xu ly thea quy dinh cua phap luat
ien hanh.

f)i~u 25. f)i~u khoan thi hanh

Trang qua trinh thirc hien, ncu co vuong mac, phat sinh, cac ca quan, dan
i kip thai phan anh vS Sa Thong tin ,va Truyen th6?g d~ tong hop, ?~o!cao Uy
an nhan dan tinh xem xet sua doi, bo sung Quy che cho phil hop.,'. UV
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