UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

TINH CAO BANG Déc 1ap - Tw do - Hanh phuc
S6:  35/2021/QD-UBND Cao Bang, ngay 29 thang 10 nam 2021
QUYET PINH

Ban hanh Quy ché bio dam an toan thong tin trong hoat dong ving dung
cong ngh¢ thong tin ciia cac co quan nha nudéc trén dia ban tinh Cao Bang
Ky boi: So Tu phap

Co quan: Tinh Cao Bang
Thoi gian ky: 03/11/2021

UY BAN NHAN DAN TINH CAO BANG

Can cir Luqt Té chirc chinh guyén dia phuong ngay 19 thang 6 nam 2015,
Lugt Sita doi, bo sung mot so dieu cua Lugt To chic Chinh quyén dia phuong
ngay 22 thang 11 nam 2019;

Can cir Ludt Ban hanh van ban quy pham phap lugt ngay 22 thang 6 nam

2015; Ludt Sita déi, bé sung mét s¢ diéu cua Ludt Ban hanh vin ban quy pham
phap ludt ngay 18 thdng 6 nam 2020;

Can cur Lugt Cong nghé thong tin ngay 29 thang 6 nam 2006;

Can cur Lugt An toan thdng tin mgng ngay 19 thang 11 nam 2015,

Can cir Lugt An ninh mang ngay 12 thang 6 nam 2018;

Can cir Nghj dinh S0 64/2007/ND-CP ngay 10 thing 4 ndm 2007 cia Chinh
phu vé ung dung cong nghé thong tin trong hoat dong ciia co quan nha nudc;

Can cir Nghj dinh s6 85/2016/NP-CP ngay 01 thang 7 nam 2016 cua
Chinh phui vé bdo d@am an toan hé théng thong tin theo cdp dg;

Can cir Nghi dinh s6 47/2020/NP-CP ngdy 09 thang 4 nam 2020 cua
Chinh phu vé qudn 1y, két noi va chia sé dir liéu so ciia co quan nha nwéc;

Can cir Quyét dinh s6 05/2017/0D-TTg ngay 16 thang 3 nam 2017 cia Thi
twéng Chinh phi ban hanh quy dinh vé hé théng phwong dn 1mg cizu khan cdp
bdo dam an toan thdng tin mang quéc gia;

Can cir Théng tir s6 20/2017/TT-BTTTT ngdy 12 thang 09 nam 2017 cua
B¢ truong B6 Thong tin va Truyén thong quy dinh vé diéu phéi, ing citu su ¢o
an toan thong tin Mmang trén toan QUOC

Can cir Théng tw so 31/2017/TT-BTTTT ngay 15 thang 11 nam 2017 cua
Bo truong Bg Thong tin va Truyeén thong quy dinh hoar dong giam sat an toan
hé thong thdng tin;

Theo dé nghi ciia Gidam déc Sé Thong tin va Truyén thdng.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh ndy Quy ché bao dam an toan
thdng tin trong hoat dong tng dung cong ngh¢ thong tin cua cdc co quan nha
nudc trén dia ban tinh Cao Bang.
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Piéu 2. Quyét dinh nay c6 hiéu luc ké tir ngay 09 thang 11 nam 2021
va thay thé Quyét dinh s 50/2014/QD-UBND ngay 19 thang 12 nim 2014 cua
Uy ban nhan dan tinh Cao Bang vé viéc ban hanh Quy ché bao dam an toan
thong tin trong hoat dong ung dung cong nghé thong tin ctia cac co quan nha
nudc trén dia ban tinh Cao Bang.

Piéu 3. Chanh Vin phong Uy ban nhan dén tinh; Giam déc S¢ Thong tin
va Truyén théng; Thu truéng cac So, Ban nganh; Chu tich Uy ban nhan dan céc
huyén, thanh phd va cac co quan, to chic, ca nhan c6 lién quan chiju trach nhiém
thi hanh Quyét dinh nay./.

Noi nhgn: TM. UY BAN NHAN DAN
- Nhu biéu 3; CHU TICH
- Van phong Chinh phu; ’

- Bo Théng tin va Truyén thong;

- Cyc Kiém tra vin ban QPPL - B Tu phap;
- Thuong tryc Tinh uy;

- Thuong tryc HDND tinh;

- Chu tich, cac PCT UBND tinh;

- Van phong Tinh uy;

- Cac Ban dang Tinh uy;

- Van phong BDoan PBQH va HDND tinh;
- Céc S, Ban nganh doan thé tinh; Hoang Xuan Anh
- UBND cac huyén, thanh pho;

- VP UBND tinh: LBVP, TTTT, cac CV;

- Luu: VT, VX (M).




UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
TINH CAO BANG Poc lap - Tw do - Hanh phuc

QUY CHE
Bao dam an toan thong tin trong hoat dong &ng dung cong nghé thong tin cha
cac co quan nha nwéc trén dia ban tinh Cao Bang
(Kém theo Quyér dinh so  75/2021/0P-UBND ngay 29thang 10 nam 2021
cua Uy ban nhan déan tinh Cao Bang)

Chuong 1
QUY PINH CHUNG

Piéu 1. Pham vi diéu chinh

Quy ché nay quy dinh cac noi dung vé bao dam an toan thdng tin trong hoat
dong ung dung cong nghé thdng tin cua cac co quan nha nudce trén dia ban tinh
Cao Bang.

Picu 2. Péi twong ap dung

1. C4c co quan nha nuéc trén dia ban tinh Cao Bang; cac to chac chinh trj - x&
hdi duge ngén sach nha nudc bao dam kinh phi hoat dong c6 sir dung cac h¢ thong
thong tin do Uy ban nhén déan tinh trién khai va cac t6 chuc lién quan dén hoat
dong g dung cong ngh¢ thong tin cia cac co quan nha nudc tinh Cao Bang (sau
day goi tat 1a co quan, don vi); can bg, cong chuc, vién chuc va nguoi lao dong
dang lam viéc trong cac co quan, don vi néu trén.

2. Co quan, t6 chuc, ca nhan cung cap dich vu cong nghé thong tin va an toan
théng tin mang cho cac co quan, don vi thuoc khoan 1 Bicu nay.

biéu 3. Giai thich tir ngir

Trong Quy ché nay, cac tir ngit dudi day duoc hiéu nhu sau:

1. Céc khai niém “an toan thong tin mang”, “mang”, “h¢ thong théng tin”,
“chii quan he thong thong tin”, “xam pham an toan thong tin mang”, “sw co an
toan thong tin mang”, “rui ro an toan théng tin magng”, “phan mém doc hai”,
“xung dot thong tin” dugc dinh nghia theo quy dinh tai cac khoan 1, 2, 3, 5, 6, 7,
8, 11 va 14 biéu 3 Luat An toan théng tin mang nam 2015.

2. Nguy co mat an toan thong tin mgng 1a nhitng nhan té bén trong hoic bén
ngoai cd kha nang anh huong téi trang thai an toan thong tin mang.

Piéu 4. Muc dich, nguyén tic dam bao an toan théng tin

1. Viéc &p dung Quy ché ndy nham phong ngira, ngan chan, xu Iy va giam cac
nguy co gay mat an toan thong tin mang va bao dam an toan théng tin trong quéa
trinh &tng dung céng nghé thong tin trong hoat dong cua cac co quan, don vi.

2. Cac hoat dong rng dung cong nghé thong tin phai tuan theo nguyén tac
dam bao an toan thong tin dugc quy dinh tai Biéu 4 Luat An toan théng tin mang
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ndm 2015; Bicu 41 Nghi dinh s6 64/2007/NDP-CP ngay 10/4/2007 cia Chinh phu
vé tng dung cong nghé thong tin trong hoat dong cta co quan nha nudc.

Chuong I1 )
QUY PINH CU THE

Piéu 5. Bao dam an toan thiét bi va ngudi dung dau cudi

1. Tat ca ‘may chu, may tram cua co quan, t6 chuc phai dugc cai dat hé diéu
hanh, phan mém phong chéng ma doc c6 ban quyen thiét 1ap ché do tu dong ra
quet ma doc khi sao chep, mé cac tap tin, ma thiét bi luu trir ngoai; ché do ra quét
may tinh dinh ky hang tuan; thiét lap ché do tu dong cap nhat phién ban, thudng
xuyen klem tra, cap nhat ban va 15 hong bao mat cho hé diéu hanh, phan mém:
thiét 1ap, cau hinh vo hiéu hoa tinh nang ty dong thuc thi cac tép tin trén cac thiét
bi luu trit di dong két ndi vao. Ca nhan khéng duoc tu y g& bo cac phan mém
phong, chéng phan mém doc hai trén may tinh khi chua c6 sy déng y ctia ngudi c6
tham quyén trong co quan, to chic.

2. Trén may tinh nguoi dung phai thiét 1ap mat khau truy nhap va mat khau
ché do tu dong bao vé man hinh khi khdng sir dung; sir dung nhiing trinh duyét an
toan, dang tin cdy; khong dit ché do tu dong ghi nhd mat khau caa céac trinh duyét
trong moi truong hop st dung.

3. Trong qua trinh str dung thiét bi dau cudi, truy cap hé thong thong tin, truy
cap mang, internet:

a) Nghiém tlic chap hanh cac quy ché, quy trinh ngi bo va cac quy dinh khac
cua phap luat ve an toan thong tin. Chiu trach nhiém bao dam an toan thong tin
mang trong pham vi trach nhiém va quyén han dugc giao;

b) Bao vé bi mat thong tin tai khoan ca nhén, hoac tai khoan cta co quan, don
vi khi duoc phan cong nim giir déng thoi phai thay d6i ngay mat khau tai khoan
khi méi duoc cap va tu chiu trach nhiém trong viéc quan ly, bao vé mat khau cua
tai khoan, khong duoc cho nguoi khac s dung tai khoan ca nhan hoac cua co
quan, don vi; thiét 1ap, quan Iy mat khau dam bao an toan, c6 mic do bao mat cao;

c) T4t ca céc tép tin, thu muc phai dugc quét phan mém doc hai truéc khi sao
chép, str dung, truyén dua, trao doi;

d) Khi phét hién nguy co hodc su ¢ mat an toan théng tin mang phai bao céo
ngay vai cap trén va bo phan phu trach cong nghé thong tin cta co quan, don vi dé
Kip thoi ngan chan va xu ly.

4. D6i voi hé thong thong tin c6 cap do 3 tro 1én, may tinh, thiét bi dau cudi
phai dugc xtr ly diém yéu an toan thong tin, cau hinh bao mat truéc khi két noi vao
hé théng.

5. Khuyén khich cac co quan, don vi dau tu, mua sam thiét bi cdng nghé
thong tin san xuat trong nudc. Néu mua sam thiét bi cong nghé thong tin nhap
khau thuéc danh muc san pham, hang hoéa ¢ kha ning gay mat an toan thudc trach
nhiém quan ly cua Bo Thong tin va Truyén thong quy dinh tai Thong tu sd
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04/2018/TT-BTTTT ngay 8/5/2018 cua Bo trudng Bo Thong tin va Truyén thong
Quy dinh Danh muc san pham, hang héa c6 kha ning gay mat an toan thuoc tréch
nhiém quan Iy cua B4 Thong tin va Truyén thdng thi phdi co glay phép nhap khau
san pham an toan théng tin mang va dang ky kiém tra nha nudc vé chit lugng hang
héa nhap khau.

Piéu 6. Quan ly tai khoan va chir ky sé chuyén dung chinh phi

1. Ca nhan duoc giao st dung tai khoan truy cap hé théng chang thuc chix ky
s chuyén dung Chinh pha (https:/ca.gov.vn), ca nhan st dung ching thu sd, ca
nhan duoc giao quan ly, st dung ching thu s6 phai tun thi cac quy dinh tai khoan
1, khoan 2, khoan 3, khoan 4 Biéu 5 Quy ché nay.

2. Chu thué bao chimg thu s6 khdng chia s¢, giao quyen tai khoan, mat khau
cho nguoi khac; khdng st dung chung thu so tréi phep.

3. Tai khoan thu dién tr cong vu, chimg thu s6 chuyén ding Chinh phu dé
phuc vu cho cac hoat dong mang tinh cong vu, khong st dung dé giao dich, dang
Ky trén mang x& hoi, cac trang thong tin dién tir cong cong khéc.

4. Tai khoan quan ly, truy cap hé théng chang thuc chit ky sé duoc giao cho
cong chtc, vién chic chuyén trach, phu trach cdng nghé thong tin, an toan thong
tin. Khi ca nhan duogc giao st dung tai khoan truy cap hé thong ching thuc chit ky
s6 ¢6 sy doi vi tri cong tac, thuyén chuyén, théi viéc, nghi huu, phai ban giao lai tai
khoan cho co quan, t6 chuc.

Piéu 7. Biao dam an toan ha tang mang
1. Quan Iy ha ting mang noi bo

a) Tuan tha cac quy dinh kién tric hé théng, tiéu chuan, quy chuan ky thuat;
cai dat, cau hinh, t6 chuac hé théng mang phi hop véi céc tiéu chuan ang dung
cdng nghé thdng tin cta cac co quan Nha nudc, bao dam an toan thong tin; han ché
st dung md hinh mang c6 nguy co mat an toan thng tin cao;

b) To6 chic md hinh mang: Cai dat, cau hinh, to chac hé thong mang theo mo
hinh May khach/May chi, han ché sir dung md hinh mang ngang hang. Trang bi
thiét bi tuong lira chuyén dung hodc phan mém tuong lira dé ngan chin va phat
hién xam nhap trai phép vao mang noi b ciia co quan, don vi khi két néi voi hé
théng bén ngoai; xay dung hoic thué hé théng giam sat an toan théng tin dé kiém
soat, phat hién truy cap trai phép vao hé thng;

c) Béi véi céc co quan, don vi c6 nhiéu phong, don vi truc ,thuC)C co tru s
lam viéc khéng nam trong cung mot khu vuc, khi cau hinh két noi trén hé thong
mang phai thiét Iap mang riéng ao dé tang cuong an toan cho ha tang mang noi bo;

d) Khi thyuc hién truy nhap tir xa vao mang néi bo thuc hi¢n chirc ndng quan
tri, phai st dung giao thirc mang c6 méa hda thong tin va thiét 1ap mat khau c6 do
phtc tap cao;

d) Khong ty ¥ dau noi thiét bi mang, thiét bi cap phat dia chi mang, thiét bi phat
song nhu diém truy cap khong day caa c& nhan vao mang noi bo co quan, don vi;
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e) Khong tu y thay di, g& bo bién phép, giai phap an toan théng tin cai dat
trén thiét bi cong nghé thdng tin phuc vu cong viéc; tu ¥ thay thé, 1ip méi, trao doi
thanh phan caa may tinh phuc vu cong viéc. Ca nhan, té chirc phai cd trach nhiém
tu quan ly, bao quan thiét bi ma minh duoc giao st dung.

2. Quan ly mang khéng day

~ a) Khi thiét 1ap mang khong day dé két ndi véi mang cuc bo théng qua cac
diém truy nhap, co quan, don vi van hanh,phéi thiét 1ap cac tham s6: Tén, mat khau
c6 do phuec tap cao, cap pheép truy nhap doi vai dia chi vat ly, ma héa dir liéu;

b) Mat khau dang nhap phai dugc thiét 1ap co do phutc tap cao, dinh ky 6
thang thay d6i mat khau nham tang cuong cong tac bao mat;

¢) Khi cung cap truy cap Internet qua mang khong ddy cho ngudi ngoai, co
quan, don vi van hanh phai tao thém mét tén riéng va gigi han bang thong truy cap
phu hgp doi véi doi tuong nay.

Piéu 8. Biao dam an toan may chi
1. Trén hé thong may chu

a) May chu chi dugc dung dé cai dat cac phan mem dich vu dung chung cua
co quan, t6 chirc; khong cai dat phan mém khéng ré nguon goc, phan mém phuc vu
muc dich ca nhan va khong phuc vu cong Vviéc;

b) Khi két ndi tir xa vao may chu dé quan tri, phai str dung phuong thirc két
néi c6 ma hoa. Khuyén khich st dung mang dién rong cua tinh duoc thiét 1ap trén
nén tang mang truyén sé liéu chuyén ding cua cac co quan Pang, Nha nudc dé
truy nhap, khai thac cac hé thdng théng tin dung chung cua tinh.

2. Co quan chu quan c6 trach nhiém trang bi phan mém phong chéng ma doc
c6 ban quyén cho hé théng may chu; co quan, don vi van hanh thiét 1ap ché do tu
dong cap nhat phién ban maéi, cac ban va 16i; ché do ty dong quét ma doc khi sao
chép, m& céc tap tin; ché do quét toan bo may tinh dinh ky hang tuan.

3. Pinh ky hang tuan, co quan, don vi van hanh phai kiém tra cac tién trinh
trén may chu nham sém phat hién nguy co cai cam phan mém doc hai trén may
chu.

4. Quan ly tép tin luu trir sy Kién: Co quan, don vi van hanh phai thuong
xuyén kiém tra, quan 1y, sao luu cac tap tin nhat ky caa may chu va céc su kién
khac co lién quan dé danh gia, bao cao cac rai ro an toan thdng tin mang va muc
d6 nghiém trong céc rui ro d6. Thoi gian luu trix trén may chu va thiét bi tay thudc
theo cép do cuia hé thdng, han ché tinh trang tran tép tin nhat ky gay anh huong dén
hoat dong cua hé théng.

5. Khi thiét 1ap cung cap cac dich vu ra moi trudng mang, co quan, don vi van
hanh yéu cau nha cung cap dich vu cau hinh trén may chu @ng dung nhitng dich vu
thiét yéu nhat dé bao dam hoat dong cua hé théng, khdng kich hoat nhiing chic
nang, cong giao tiép mang, giao thic va cac dich vu khdng st dung; khong thiét
lap cau hinh céc dich vu ra méi truong mang ddi véi may chi co sé dit liéu.



Pieu 9. Bao dam an toan dir liéu
1. Co ché ma hoa va sao luu dit liéu phai dam bao tinh toan ven cua dit liéu.

2. Céc co quan, don vi xay dung danh muc cac dit liéu, phan mém can duoc
sao luu, c6 phan loai theo thoi gian luu trit, thoi gian sao luu, phuong phap sao luu
va kiém tra phuc héi hé théng tir dit liéu sao luu; ban hanh va thuc hién quy trinh
sao luu dy phong va phuc hoi dix liéu, phan mém.

3. Dit liéu quan trong phai duoc sao luu dinh ky téi thiéu mdi thang mat lan,
lwru trit & noi an toan va duoc Kiém tra thudng xuyén dam bao sin sang cho viéc st
dung khi can thiét; viéc kiém tra, phuc hdi hé thong tir dit liéu sao luu téi thiéu 6
thang mat 1an (hoic khi ¢d yéu cau dot xuat).

~ 4. bam bao an toan khi thyc hién két noi, chia s¢ tai nguyén, dir liéu theo
Diéu 28 Nghi dinh s6 47/2020/ND-CP ngy 09 thang 4 nam 2020 caa Chinh pha
ve Quan ly, két noi va chia s¢ dir liéu so6 cia co quan nha nudc.

5. Dit liéu trén hé thong may chii, may tram, thiét bi luu trir phuc vy hé thong
thdng tin dung chung cua tinh, cua co quan, don vi phai dugc dam bao an toan dix
liéu, tranh 16 lot khi mang khi van chuyén, bao dudng, sua chira, thanh ly.

6. Thong tin, dix liéu thuoc pham vi bi mat Nha nudc phai dugc quan ly theo
quy dinh hién hanh vé bao vé bi mat Nha nudc.

Piéu 10. Bao dam ngudén nhan luc

1. Co quan, t6 chuc dam bao cac diéu kién cho can b chuyén trach duoc
thuong xuyén hoc tap, tiép can cong nghg, kién thic an toan bao mat théng tin;
tham gia cac chuong trinh tap huan, bdi dudng ky ning an toan thong tin, huan
luyén, dién tap ng cttu su ¢ mang may tinh.

2. Can b dugc giao nhiém vy quan ly, van hanh truy cép, khai thac ddi voi
cac hé thdng thdng tin thuc hién theo trach nhiém va phan quyén duoc quy dinh;
viéc khai thac thong tin phai bao dam nguyén tic bao mat, khong duoc tu y cung
cap thdng tin ra bén ngoai; theo ddi va phét hién cac truong hop truy cap hé théng
trai phép hoic thao tac vuot qué giéi han, bdo cdo cho can bo quan ly dé tién hanh
ngan chan, thu hoi, khoa quyén truy cap cua cac tai khoan vi pham.

3. Thuong xuyén to chic, phd bién cac quy dinh vé dam bao an toan thong
tin, nham nang cao nhan thac vé trach nhiém dam bao an toan thong tin cho to
chuc ca nhan st dung hé thong thong tin do don vi quan ly.

Piéu 11. Bao dam an toan hé théng thdng tin theo cip dé

1. Cac hoat dong lién quan dén xay dung, nang cip, mé rong, quan ly, van
hanh hé thong thdng tin phai thuc hién xéac dinh cap do va phuong an bao dam an
toan thong tin mang. Co quan, to chtc chu quan hé théng thdng tin phal xay dung,
trién khai ké hoach tng pho su CO bdo dam an toan thong tin mang va t chuc giam
sét, kiém tra, danh gia dinh ky vé an toan thong tin cia cac hé thong thong tin dang
quan ly.

2. Cong tac quan 1y, huéng dan va to chic thuc hién viéc xac dinh cap do va
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phuong 4n bao dam an toan thong tin mang; tham dinh, phé duyét ho so dé xuat
cap do; thuc hién cac yéu cau bao dam an toan hé thdng théng tin theo cip do;
giam sat an toan hé thong thdng tin; xay dung ké hoach tng phé su ¢é bao dam an
toan thdng tin mang; kiém tra, danh gia an toan thong tin mang; bo céo, chia sé
thong tin theo quy dinh tai Nghi dinh sé 85/2016/ND-CP ngay 01 thang 7 nim
2016 cua Chinh phu vé bao dam an toan hé thdng thong tin theo cip do; Quyét
dinh s6 05/2017/QB-TTg ngay 16 thang 3 nam 2017 cua Tha tuéng Chinh pha ban
hanh quy dinh vé hé théng phuong an tng ciu khan cap bao dam an toan théng tin
mang qudc gia va huéng dan tai Thong tu s6 03/2017/TT-BTTTT ngay 24 thang 4
nim 2017 cta Bo truong Bo Thong tin va Truyén thong Quy dinh chi tiét va
hudng dan mot sé diéu cua Nghi dinh 85/2016/ND-CP.

Piéu 12. Quan ly thué dich vu cong nghé théng tin

1. Khi ky két hop dong thué dich vu cng nghé thong tin, co quan, don vi st
dung dich vu phai xac dinh rd pham vi, trach nhiém, quyén han va nghia vu cua
cac bén vé bao dam an toan thong tin. Trong hop dong phai bao gom cac dieu
khoan ve viéc xu ly vi pham quy dinh bao dam an toan thdng tin va trach nhiém
boi thuong thiét hai do hanh vi vi pham cia bén cung cap dich vu géy ra.

2. Trach nhiém cta co quan, don vi trong qué trinh stir dung dich vu cong
nghé thdng tin

a) Quan ly thong tin, dit liéu phét sinh tir dich vu d6, khong dé bén cung cap
dich vu truy nhap, sir dung thong tin, dir liéu thuéc pham vi Nha nudc quan ly;

b) Yéu cau bén cung cap dich vu phai bao mat thang tin, dir liéu, ma nguon,
tai liéu thiet ke; trien khai cac bi¢n phap bao dam an toan thong tin theo quy dinh
tai Quy ché nay, Luat An toan théng tin mang va cac quy dinh khac co lién quan;

c) Giam sat chat ché va gisi han quyén truy cap cta bén cung cap dich vu khi
cho phép truy cap vao hé thong théng tin ctaa co quan, don vi.

3. Trach nhiém cua co quan, don vi khi phat hién bén cung cap dich vy c6 dau
hiéu vi pham quy dinh bao dam an toan thong tin

a) Tam ding hoic dinh chi hoat dong cua bén cung cap dich vu tly theo mirc
do6 vi pham;

b) Théng béo chinh thiic cac hanh vi vi pham cta bén cung cap dich vu;

¢) Thu hoi ngay lap tac quyen truy cap hé thong thong tin da cap cho bén
cung cap dich vu;

d) Kiém tra, xac dinh, 1ap bdo cdo mirc do vi pham va thiét hai xay ra; thong
bao cho bén cung cap dich vu va tien hanh céc thu tuc xi ly vi pham va boi thuong
thiét hai.

4. Trach nhiém cua co quan, don vi khi két thic st dung dich vu

~a) Thu hoi quyen truy cap hé thong thdng tin va cAc tai san khac lién quan da
cap cho bén cung cap dich vu; thay d6i cac khoa, mat khau truy cap hé thong théng
tin;
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b) Yéu cau bén cung cap dich vu chuyén giao day du cac thong tin, dir liéu,
ma ngudn, tai liéu thiét ké va cac cong cu can thiét dé bao dam co quan, don vi van
c6 thé khai thac sir dung dich vu duoc lién tuc ké ca trong truong hop thay doi bén
cung cap dich vu.

Piéu 13. Giam sat an toan thong tin

1. Déi véi cac hé théng thong tin, phan mém, tng dung, co s& dit lidu duoc
cai dat tai Trung tam dix liéu tinh déu bat budc gidm sat an toan thdng tin.

2. Béi véi cac hé thdng théng tin, phan mém, tng dung, co sé dit lidu dugc
cai dat trén hé théng may cha riéng cua co quan, don vi, hoac thué dat tai doanh
nghiép ngoai, chu quan hé théng théng tin co trach nhi¢ém ty thyc hién hoac yéu
cau doanh nghiép cung cap dich vu luu ky dam cac yéu cau giam sat an toan théng
tin tai Thong tu s6 31/2017/TT-BTTTT ngay 15/11/2017 caa B truong Bo Thong
tin va Truyén thong quy dinh hoat dong gidm sat an toan hé thdng thdng tin.

biéu 14. Ung ciru swr ¢ an toan thong tin

1. Nguyén tac tng cau xu Iy sy ¢b

a) Cha dong, kip thoi, nhanh chéng, chinh xac, dong bo va hiéu qua;

~ b) Phoi hop chat chg, tuan thi quy dinh cua phap luét vé diéu phoi img ciu su
o an toan thong tin;

¢) Ung ctu xir Iy sy ¢6 trudc hét phai dugc thyc hién, xir Iy bang lye luong
tai cho va trach nhiém chinh cta chu quan hé thong thong tin;

d) Viéc xir ly su ¢b an toan théng tin phai bao dam quyén va loi ich hop phép
cua co quan, don vi; ca nhan, bao mat théng tin cd nhan, thong tin riéng cua co
quan, don vi khi tham gia c&c hoat dong tng ciru xu ly su cb.

2. Phan loai su ¢6 an toan théng tin:

a) Su ¢6 do bi tan cong mang: tan cong tir chéi dich vy; tan cong gia mao; tan
cong su dung ma doc; truy cap trai phep, chiém quyen diéu khién; tin cong thay
doi giao di¢n; tan céng ma héa phan mém, dir ligu, thiét bi; pha hoai thdng tin, dix
licu, phan mém; nghe trom, gian diép, lay cip thdng tin, dit liéu; cac hinh thuc tan
cbng mang khac;

b) Su ¢6 do 13i cua hé thong, thiét bi, phan mém, ha tang k¥ thuat;

¢) Su ¢ do 16i caa nguoi quan tri, van hanh hé thng;

d) Sy c6 lién quan dén cac tham hoa ty nhién nhu bdo, lut, dong dat, hoa
hoan.

3. Phan loai mtrc ¢6 nghiém trong su co:

a) Su c6 mic d6 thap: Su cb gay anh hudng ca nhan va khong lam gian doan
hay dinh tré hoat dong chinh cua co quan, don vi;

b) Su ¢b muc do trung binh: Sy ¢b anh huéng dén mot nhém ngudi ding
nhung khéng gay gian doan hay dinh tré hoat dong chinh ctia co quan, don vi;
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¢) Sw co mire do cao: Sw ¢ tac dong dén kha nang van hanh cua hé thong
thdng tin, anh hudng den dir ligu, thict bi, gay anh hudng deén hoat dong chung cua
co quan, don Vvi va hoat dong cung cap dich vu cong cho nguoi dan, doanh nghiép;

d) Su ¢b mirc d6 nghiém trong: Su cb gay gian doan hoic dinh tré hé théng
trong mot khoang thai gian ngan, anh huong nghiém trong dén dir liéu, thiét bi cua
hé thdng, gay thiét hai nghiém trong cho co quan, don vi va nguoi dan, doanh
nghiép;

d) Su cd muc d6 dic biét nghiém trong: Sy c6 1am té liét toan bd hoat dong
cua hé théng, gay thiét hai dic biét nghiém trong cho co quan, don vi va ngudi
dan, doanh nghiép, de doa trat tu an toan xa hoi.

4. Khi c6 nguy co mat an toan thdng tin mang hoic sy ¢é an toan thong tin
mang xay ra & mic d6 thap thi co quan, t6 chizc van hanh chi dao bo phan, can bo
chuyén trach cong nghé thdng tin, an toan thdng tin mang phdi hop véi ca nhan bi
anh huong thuc hién tu ngin chan, xt ly, khac phuc hoac lién hé véi don vi lién
quan dé duoc tu van, hd trg ngan chan, xu ly, khac phuc.

5. Khi c6 nguy co mat an toan théng tin mang hozc xay ra su ¢ an toan thong
tin mang & mirc do trung binh tro 18n, hoic gap nguy co, sy ¢6 thong thuong ma co
quan, t6 chirc xét thay khong c6 kha niang ty ngan chan, xir Iy duoc thi thyc hién
théng bao hoic bao cao cho Pdi trng cau sy ¢d an toan thdng tin mang cua tinh dé
t6 chirc diéu phdi, hd tro tng cau.

6. Doi ung ciru sy ¢b an toan théng tin mang cua tinh thuc hién nhiém vu theo
quy ché hoat dong do Uy ban nhan dan tinh ban hanh va theo huéng dan tai Thong
tu s6 20/2017/TT-BTTTT ngay 12 thang 9 nam 2017 cua B truong Bo Thong tin
va Truyen thong Quy dinh vé diéu phdi, tng ctiu su ¢ an toan thong tin mang trén
toan qudc.

Chuong 111
TRACH NHIEM BAO PAM AN TOAN THONG TIN

Piéu 15. Trach nhiém ciaa Sé Thong tin va Truyén théng

1. Tham muu Uy ban nhan dén tinh vé cdng tac bao dam an toan thang tin
trén dia ban tinh va chiu trach nhiém trudc Uy ban nhan dén tinh trong viéc bao
dam an toan théng tin cho cac hé thong thong tin dung chung cua tinh.

2. Tham muu Uy ban nhan dan tinh xay dung, dau tu, nang cap cac chinh
sach, giai phap, ha tang ky thuét, cong nghé phuc vu quan ly, van hanh va bao dam
an toan thdng tin mang; t6 chtc thuc hién xac dinh cip do, phuong an bao dam an
toan thdng tin mang, giam sat, kiém tra, danh gia an toan thong tin dbi véi cac hé
thng thong tin dung chung caa tinh.

3. Chu tri, phdi hop Véi cac co quan, don vi ¢6 lién quan tién hanh kiém tra
cbng tac bao dam an toan théng tin mang dinh ky hang nam hoac theo chi dao cua
Uy ban nhan dan tinh ddi véi cac co quan nha nuéc trong tinh. Hudng dan, giam
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sat cac co quan, don vi trén dia ban tinh xay ghg:ng quy dinh néi bd va thuc hién
Viéc bao dam an toan théng tin mang cho hé thong thong tin theo quy dinh.

4. Hang nam, xay dung va trién khai cac chuong trinh dao tao, bdi dudng, tap
huén, dién tap, cac hoi nghi, hoi thao tuyén truyén, pho bién, cap nhat kién thic, ki
nang an toan thong tin mang trong hoat dong ung dung céng nghé théng tin cua cac
co quan nha nudce trén dia ban tinh; thuong xuyén cap nhat thdng tin, thdng bao cho
cac co quan, to chiic biét va cd bién phap phong ngira, ngan chin cac rui ro, nguy co
mat an toan thdng tin do phan mém doc hai, xung dot thdng tin, tin cdng mang gay ra.

5. Phdi hop véi Cong an tinh, cic co quan chic ning, cd cac bién phap
phong, chdng cac thong tin vi pham phéap luat, anh hudng dén an ninh quéc gia,
trat ty, an toan xa hoi trén mdi trudng mang, nhat 13 trén cac cong/trang thdng tin
dién t, mang xa hoi.

6. Chi dao, huéng dan vé nghiép vu quan Iy van hanh, ky thuat bao dam an
toan thong tin; ho trg giai quyet su co khi co yéu cau.

7. Tham gia mang lugi Gtng cau sy ¢ an toan thong tin mang quéc gia va
thuc hién trach nhiém, quyén han cua thanh vién Mmang ludi tng ciru an toan thong
tin mang qudc gia theo quy dinh tai Quyét dinh sé 05/2017/Qb-TTg ngay 16 thang
3 ndm 2017 cua Thu tuéng Chinh phu Ban hanh quy dinh vé hé thong phuong an
ng cau khan cap bao dam an toan thong tin mang quéc gia. La co quan dau mbi,
phdi hop Véi céac co quan, t6 chirc ¢6 tham quyen quan ly vé an toan thong tin; to
chue thuc hién viéc tiép nhan va xir Iy cac su ¢b vé an toan thong tin mang trén dia
ban tinh.

Piéu 16. Trach nhiém caa Cong an tinh

1. Chu tri, phdi hop v6i S¢ Thong tin va Truyén thong va Ccac co quan, t6
chuc co lién quan xay dung ke hoach, kiém soat, phong ngtra, dau tranh, ngén chan
cac loai toi pham loi dung hé thong thong tin, mdi truong mang gy phuong hai
den an ninh quoc gia, loi ich quoc gia, an ninh, trat tu, an toan x& hoi trén dia ban
tinh.

2. Phoi hop véi S¢ Thang tin va Truyen thong trong cong tac thanh tra, kicm
tra vé cong tac bao dam an toan thong tin mang.

3. biéu tra va xtr ly cc to chirc, ca nhan vi pham phéap luat vé an toan thong
tin mang theo tham quyeén.

Piéu 17. Trach nhiém caa Sé Tai chinh

S¢ Tai chinh phdi hop véi S& Théng tin va Truyér} thong; cac co quan, don
Vi, can cur kha nang ngan sach dia phuong tham muu Uy ban nhan dan tinh béo
dam nguon kinh phi trién khai cong tac bao dam an toan thdng tin cho cac hé thong
théng tin dung chung cua tinh, duy tri, phat trién hé thong phong, chong phan mém
doc hai tap trung cua tinh.

Piéu 18. Trach nhiém cia cac co quan, don vi

1. Thu trudng co quan, don vi ¢d trach nhiém to chie thuc hién cac quy dinh
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tai Quy ché nay va chiu trach nhiém trugc Uy ban nhan dan tinh trong cong tac bao
dam an toan théng tin ctia co quan, don vi minh.

2. Thuc hién xac dinh cdp d6 an toan théng tin va bao dam an toan cho hé
théng thdng tin caa don vi quan ly theo quy dinh tai Luat An toan théng tin mang,
Nghi dinh s6 85/2016/ND-CP vé bao dam an toan hé théng théng tin theo cap do
va huéng dan tai Thong tu sb 03/2017/TT-BTTTT hudng dan thuc hién Nghi dinh
s6 85/2016/ND-CP.

3. Nghiém tiic trién khai thuc hién cac Iénh diéu phoi ing ctru sy €6, thdng tin
canh bao nguy co 10 hong, ma doc cua co quan chirc nang, Mang lugi Gng ciru su
co an toan thong tin mang quoc gia ban hanh.

4. Phan cbng bo phan hoac cdng chuec, vién chac chuyén trach bao dam an
toan thdng tin cta co quan, don vi; chi dao cong chuec, vién chirc va nguoi lao dong
nghiém tlc chap hanh cac quy dinh vé bao ¢am an toan thong tin; tao diéu kién dé
cac cong chuc, vién chuc phu trach an toan thong tin dugc hoc tap, nang cao trinh
d6 vé an toan thong tin; thuong xuyén té chuc quén triét cac quy dinh vé an toan
thong tin trong co quan, don vi; xac dinh cac yéu cau, trach nhiém bao dam an toan
thong tin d6i vai cac vi tri can tuyén dung hoic phan cong.

5. Phéi hop, cung cap thdng tin va tao diéu kién cho céc co quan, don vi c0
tham quyeén trién khai cong tac kiém tra khac phuc sy c6 an toan thong tin kip thoi,
nhanh chong va dat hiéu qua.

6. Phdi hop chat ché véi Cong an tinh, S¢ Théng tin va Truyén théng va céc
co quan, don vi lién quan trong cdng tac phong ngtra, dau tranh, ngan chan cac
hoat dong xam pham an toan théng tin.

7. Hang nam b tri kinh phi cho viéc tng dung cong nghé théng tin néi chung
va cOng tac bao dam an toan thong tin mang ndi riéng trong noi bd co quan, don vi
minh; 1ap ké hoach nang cap, bao tri, sira chira, gia han ban quyén phan mém cho
cac hé thong phan ctng, phan mém nham thyuc hién tot cong tac bao mat, bao dam
an toan théng tin mang dua vao du toan chi nam sau d¢ trien khai thuc hién.

8. Cac co quan, don vi ctir dau mdi lién hé, phdi hop véi cac co quan, to chirc
trong cong tac ho trg dicu phoi xtr ly su ¢6 an toan thong tin. Phan cong lanh dao
phu trach cong tac dam bao an toan thong tin doi véi cac hé thong thong tin va co
so dir liéu do don vi quan ly.

9. Thuc hién b&o céo vé an toan thong tin khi dugc S Thong tin va Truyén
thdng yéu cau.

Piéu 19. Trach nhiém ciaa cong chikc, vién chire va nguoi lao dong tai cac
co quan, don vi

1. Trach nhiém cua cdng chuc, vién chic phu trdch an toan théng tin/céng
nghé thdng tin tai co quan, don vi:

a) Chiu trach nhiém bao dam an toan théng tin cua co quan, don vi;
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b) Tham muu lanh dao co quan, don vi ban hanh cac quy dinh, quy trinh noi
bo, trién khai céc giai phap k¥ thuat bao dam an toan théng tin;

) Thuc hién viéc giam sat, danh gia, bao cao thu trudng co quan, don vi cac
rui ro mat an toan théng tin va mace d6 nghiém trong cta cac rai ro do;

d) Phéi hop véi céc td chuc, ca nhan cé lién quan trong viéc kiém soét, phat
hién va khac phuc céac su c6 an toan thong tin;

d) Thuong xuyén cap nhat nang cao kién thic, trinh do chuyén mén dap tng
yéu cau bao dam an toan théng tin mang cua don vi.

2. Trach nhiém cua cbng chtc, vién chic va nguoi lao dong trong cac co
quan, don vi:

a) Nghiém tac chap hanh cac quy dinh, quy trinh n¢i b¢ va cac va cac quy
dinh khac cua phap luat ve an toan thong tin. Chiu trach nhiém bao ddam an toan
thdng tin trong pham vi trach nhiém va quyén han duoc giao;

b) Khi phét hién nguy co hoic su ¢ mat an toan thong tin phai bao cao ngay
véi cap trén va bo phan chuyén trach cong nghé thong tin cta co quan, don vi dé
Kip thoi ngan chan va xu ly;

¢) Tham gia cac chuong trinh ddo tao, hoi nghi vé an toan théng tin do cac co
quan, don vi chuyén mon hoac S¢ Thong tin va Truyén thong to chuc.

~ Chuong 1V
TO CHUC THUC HIEN

Piéu 20. T6 chirc thuc hién

1. Cin ct&r Quy ché nay, tha truong cc co quan, don vi trén dia ban tinh va
cac don vi lién quan co6 trach nhiém t6 chac trién khai thyc hién trong pham vi
quan ly caa minh.

2. S¢ Thong tin va Truyén thdng c6 trach nhiém theo dai, don ddc, kiém tra,
danh gia viéc thuc hién Quy ché, béo céo Uy ban nhan dan tinh theo dinh ky hing
nam hozc dot xuat theo yéu cau cia co quan co tham quyen.

3. Trong qua trinh thyc hién quy ché, néu c6 van dé vusng mac, phat sinh,
cac don vi phan anh kip thoi vé Sé Thong tin va Truyén thong dé tong hop, bao
cao Uy ban nhan dan tinh xem xét diéu chinh, bo sung./.
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